Installing VPN server-on-ubuntu

Use putty to connect to your assigned VM.  For the instructions at the URL below, you do not want to be super user on the VM

https://www.digitalocean.com/community/tutorials/how-to-set-up-an-openvpn-server-on-ubuntu-16-04
A few changes to the instructions for our Auze and Windows 7 laptop configuration

In step 3 use the following values:
export KEY_COUNTRY="US"
export KEY_PROVINCE="MD"
export KEY_CITY="DC"
export KEY_ORG="Duval-High"
export KEY_EMAIL="admin@example.com"
export KEY_OU="CyberPatriot"
In Step 5 make sure you respond y to the two questions:
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

In Step 6 make sure you respond y to the two questions:
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

Step 7 don’t do any of the optional items for now
At end of step 8 after the line “sudo ufw allow OpenSSH”
also do:
sudo ufw allow 80/tcp
sudo ufw allow 443/tcp
sudo ufw allow 53/udp
In step 10  when it’s asking for the server_IP_address, use your vm domain name so:
dvX.eastus.cloudapp.azure.com

In step 11 if your laptop doesn’t already have WinSCP use the link “WinSCP” in the instructions to download WinSCP to the laptop and then install it.

You would then start WinSCP and make a connection to the domain name for you’re Azure VM.

In step 12 follow the “Windows” instructions.  You need to download and install the OpenVPN client and then move the configuration file you pull via WinSCP in step 11 into the appropriate directory.  When installing openvpn just respond postivily to all prompts.  After the install is complete you move the .ovpn file over to the OpenVPN configuration file as indicated in the direction.

In the step 12 it talks about configuring OpenVPN so you don’t have to use Run as administrator.  Don’t worry about that step and simply right click on the OpenVPN GUI and select Run as administrator

Stop after instruction 12 and do the following on your Azure VM

Then to find the  V4 IP address of your Azure VM associated with the tunnel:  ifconfig tun0 |grep inet

It should be 10.8.0.1

So http://IPADDRESS/admin          IPADDRESS is replace by the IP address you found above

So probably http://10.8.0.1/admin
Which should bring up the pi-hole Web insterface.  This traffic is being access through the OpenVPN tunnel.  Assuming you see the Pihole web interface you have Success!!!

Useful ufw commands:

https://www.digitalocean.com/community/tutorials/how-to-setup-a-firewall-with-ufw-on-an-ubuntu-and-debian-cloud-server
