Installing and using the pi-hole advertisement blocker.

Us putty to access your assigned VM and login.  You neet to set putty to tunnel ports 80 and 443 from your local machine!!!!

On the VM bring up a root command shell:  sudo bash

Download and install pi-hole:  curl -sSL https://install.pi-hole.net | bash 

Respond positively to all of the prompts and select “Google” for upstream DNS provide. Watch for screen that has the admin password as you need to catch this.  

Bring up a command prompt on your PC and do the following for your domain name (replace X  to match your assigned domain name):


nslookup vmX-duval.eastus.cloudapp.azure.com

This will return the IP address of your VM server.

Bring up the control panel on your laptop.

Select “Network and the Internet”→ “Network and Sharing Center” → “Change adapter settings”

Right mouse click on icon for your WiFi connection and select “Properties” from the menu.

Find the “Internet Protocol Version 4” in the list and double click on it.

Click “Use the following DNS server addresses” circle and then for “Preferred DNS server” enter the IP address you got from the nslookup command above.

Click on “OK”.  This takes you back to the place you selected “Internet Protocol Version 4”, click “OK” here also.

Now back in your local windows command prompt do the nslookup command again:


nslookup vmX-duval.eastus.cloudapp.azure.com

You should get the same response back as you previously got above.

In web browser goto: https://pi-hole.net/
This is the tool you just installed.  

 Off the Help menu select “Pages to test ad blocking performance”

Start another tab in our web browser and access and bring up:


http://localhost/admin
This should bring up the pi-hole web page where you can see the total number of domain names handled by this server and the number of those domain names that were blocked.  These queries are all from your PC, as you’ve set your PC to use the VM to resolve domain names.

In  your VM putty command window you can watch the DNS queries in real time via:  pihole  -t

Click on a few more of the test pages off the help menu of https://pi-hole.net/
 and watch the activity in the VM putty command window.

If you remember the login password for the pihole web interface click on the login link off:


http://localhost/admin
and check out some of the screens

Once you’re done you need to reset the DNS server for you laptop.  

Bring up the control panel on your laptop.

Select “Network and the Internet”→ “Network and Sharing Center” → “Change adapter settings”

Right mouse click on icon for your WiFi connection and select “Properties” from the menu.

Find the “Internet Protocol Version 4” in the list and double click on it.

Click “Obtain DNS server addresses automatically” circle.

Click on “OK”.  This takes you back to the place you selected “Internet Protocol Version 4”, click “OK” here also.
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