Sytem Setting


Command line:  unity-control-center


GUI: Power button->System Settings


GUI: Application->System Tools->System Settings

Update user account


From Access Control Center: User Accounts


To make changes click Lock in top right then you can:

  
Stop system from auto login for user that auto logins


Set Password


Change Account type (Administrator or Standard User)


Add or Delete Accounts with “+ -” bottom left


From Command line



Add a user account: useradd



Modify a user account: usermod



Delete a user account: userdel



Find all the groups a user is associated with:  grep USERNAME /etc/group




Note anyone listed in sudo group is adminstrator



Find all Admin users:  grep sudo /etc/group

Lock Screen if user is inactive


For individual user from Access Control Center: Brightness and Lock



Turn screen off after some amount of time of no activity



Lock the screen after some amount of time of no activity



Require password to unlock screen

Enable software updates (Note check for installed programs prior to doing updates)


From Access Control Center: Software and updates



Select updates tab then changes



Automatically Check for updates: daily



When there are security updates: Download and install automatically



When ther are other updates: Display Weekly

Determine Operating Release Version


From Access Control Center: Details



Select “Overview” to get distribution and version number


From Command line:  cat /etc/*relea*

Check installed programs


Application->Ubuntu Software Center



Click “History” tab




Most recently installed programs will show first

Run Software updates


Application->System Tools->Administration->Software Updater

Enable/Disable user specific desktop sharing


Application->System Tools->Preferences->Desktop Sharing

Change user specific at login startup applications


Application->System Tools->Preferences->Startup Applications

Search for Music and Video files in Home directories:


sudo find  /home  -print0  |  xargs  -0 file | grep -i “audio file” | cut  -f  1  -d  ':'

            sudo find  /home  -print0  |  xargs  -0 file | grep -i 'movie\|video\|MP4' | cut  -f  1  -d  ':'

Search for files marked as executable in /home:  


sudo find  /home  -type  f  -executable  -l

Search for executables files in /home: 


sudo find /home -print0 | xargs  -0 file | grep -i executable | cut -f 1 -d ':'

List all files in /home:  


sudo  ls -l -R /home/ | grep -v drw |less

Install firewall GUI


From GUI: Application->Ubuntu Software Center



In search bar top left enter:  gufw




Click on Firwall Configuration Application and select Install button


From Command line:  sudo apt-get install gufw
Run Firewall GUI to enable FW and configure rules


From GUI:


From Command line: gksudo gufw
Click the unlock button.

The status line shows the firewall is off so click on off and it should turn to on (it can take a few seconds to change).  The default policy is to block all incoming traffic and allow all outbound traffic.  We want to add a few rules to allow outbound web and dns traffic.  Click on the “+” key to add a rule.  You get a screen with three tab, it should already be on the “Preconfigured” tab, if it isn't then select the “Preconfigured” tab.  On this tab there are four buttons.  The first should be set to Allow, the second button we want to set to “Out”, the third button we want to set to “Service” and the forth button we want to set to “HTTP” and then click the Add button.  This rule allows us to make un-encrypted web connections (HTTP) outbound. 

Sadly they don't have may preconfigued service so now click on the “Simple” tab and lets add our DNS rule.  On the “Simple” tab  we want the first button to be “Allow”, the second to be “Out” the third to be “Both” and then in the text box we want to enter “domain” (NOTE, don't include the quotes) and then click the “Add” button.  DNS primary utilizes UDP connections, however there are some types of DNS queries that make TCP connection.  Instead of setting the rule for both it would probably have been fine to set the rule to UDP.

We also want secure web, which is HTTPS, going outbound so on the simple tab again set first button to “Allow”, the second to “Out”, the third to “TCP” and in the text box type either “443” or “https” and then click the “Add” button.

The final rule we need to put in place is a rule for the scoring application.  You should be able to use the simple tab to enter the rule.  The first button should be set  “Allow”, assuming you discovered the connection was outbound above then the second button should be set to “Out” the third to “BOTH” and in the text box type the port number you discovered above for the scoring application and then click the “Add” button.

Close the “Add Rule” window and then change the “Outgoing” policy to “Deny”.  So at this point we're not allowing any inbound connection and we're only allowing HTTP, HTTPS and DNS traffic out of the box.  That's a pretty secure policy.  

Once the firewall is set up you can use the following command in a terminal window to watch for indications that the firewall is dropping traffic:

tail -f /var/log/syslog |grep BLOCK

The tail command looks at the end of a file, the -f option says keep looking for new data being written to the file and print it out.  So traffic blocked by the firewall results in a log entry being written into the /var/log/syslog file.  We're piping the output of tail through the grep command to pull out any log records that contain the word “BLOCK”, as a the syslog file is used by a lot of system services to write out messages and we're only interested in those related to traffic BLOCKED by the firewall.  When I did this on the machine I was using at home I noticed immediately that I should have included one more service and that was outbound port 67 (bootps) because on my VM I was utilize DHCP to get an IP address for my machine, which most likely will be the way Ips are assigned for the competition VM.   Below is the log entry that popped up:

Sep 17 18:29:15 ubuntu kernel: [93491.919227] [UFW BLOCK] IN= OUT=eth0 SRC=192.168.111.202 DST=192.168.111.111 LEN=328 TOS=0x00 PREC=0x00 TTL=64 ID=0 DF PROTO=UDP SPT=68 DPT=67 LEN=308 

SRC indicate who sent the packet and this is the IP of my machine.  DST indicates who the packet is being director towards.  PROTO indicates the protocol being utilized (UDP or TPC).  SPT is the source port, so the port my machine used to communicate out.  And DPT is the destination port, so the port my machine was sending the packet to.  So my machine was attempting tomake an outbound connection on UDP to IP 192.168.111.111 on port 67,  

To terminate the “tail” command you would enter <ctrl>c  

So bring up the “Add rule” option again on the FW GUI and then select the “Simple” tab and set first button to “Allow”, the second to “Out” the third to “UDP”  (Notice PROTO in the log entry above)  and in the text box type either “67” or “bootps” and then click the “Add” button.

You might want to keep the “tail -f /var/log/syslog | grep BLOCK” command running to see what else is being dropped.  The FW is suppose to drop traffic so we don't want to add rules just because we see blocked traffic.  If you see outbound traffic being dropped I'd suggest to look at the port that is being used and then check the internet to see what that port is used for and the determine if you want to let it flow out or not.  For any inbound traffic being dropped that should be fine, unless the instructions tell you that you are suppose to be running some type of service on your machine, like a mail service (port 25) or web service (port 80 & 443), then you would need to allow these connections inbound.  A couple of other protocols that are normal to have on a linux desk top are pop3 (110) , pop3s (995), smtp (25), smtps (465)  and imaps (993).  These are all email related ports, so if you see these connections going outbound being dropped you could add these in the FW rule set and if you're suppose to be running an email server then if you see any of these being dropped inbound you should add rules to allow the traffic.

Disable root login via ssh
Look for processes listening for network traffic:

netstat -lntup

??? stop processes that shouldn't be running

Look for scheduled task

Set password policy 

The following link has most of this information related to ubuntu: http://www.computersecuritystudent.com/UNIX/UBUNTU/lesson6/
Require some complexity in the password and set a minimal length:

Set password complexity system wide. Example, a password must contain 1 upper and 1 lower case, 1 letter and be minimum 8 characters long.  First we need to install the appropriate pam module withthe following command

sudo apt-get install libpam-cracklib

Respond with y<enter> when you are prompted and the package will be installed.  Verify the cracklib.so was installed with:

ls -ld /usr/share/pam-configs/cracklib
Assuming it's installed edit the pam configuration file that controls password use wit the following command:

gksudo gedit  /etc/pam.d/common-password

Find the fine the line with pam_crack on it.  You can use the search in gedit. it should look something like this:

password
requisite


pam_cracklib.so retry=3 minlen=8 difok=3

Update this line to look like this:

password    requisite   pam_cracklib.so retry=3 minlen=8 difok=3 ucredit=-1 lcredit=-1 dcredit=-1 ocredit=-1
· Note this is what we're setting:
· retry=3, the user will get three opportunities to enter the password before an error occurs.

· minlen=8, the minimum length of the password must be at least 8 characters.

· difok=3, there needs to be at least three differing characters between an old and new password for it to be accepted.

· ucredit=-1, the password requires at least 1 uppercase character.

· lcredit=-1, the password requires at least 1 lowercase character.

· dcredit=-1, the password requires at least 1 numerical character.

· ocredit=-1, the password requires at least 1 non-alpha numeric character.
Minimum Password Length

NOTE:  You shouldn't need to do this as we just set a minimal length for passwords above, however if for some reason the above doesn't appear to be working, I've included the following instructions.  By default, Ubuntu requires a minimum password length of 6 characters, as well as some basic entropy checks. These values are controlled in the file /etc/pam.d/common-password, which is outlined below.  Bring up the editor via:

gksudo gedit  /etc/pam.d/common-password

Then fine the following line:

password        [success=2 default=ignore]      pam_unix.so obscure sha512

To set a minimal password lenght of 8 add min=8 to the end of this line so it looks likt this:

password        [success=2 default=ignore]      pam_unix.so obscure sha512 min=8

Basic password entropy checks and minimum length rules do not apply to the administrator using sudo level commands to setup a new user.

Set the number days a password is good for

You need to edit the /etc/login.def file using the following command in a terminal window

gksudo  gedit /etc/logins.def

Fine the lines that look like this:

PASS_MAX_DAYS   99999

PASS_MIN_DAYS   0

PASS_WARN_AGE   7

and change the PASS_MAX_DAYS line to:

PASS_MAX_DAYS   60

Set the PASS_MIN_DAYS to 6

PASS_MIN_DAYS   5

Save the file and exit.

Don't let use reuse passwords:

Start by creating a file used by the system to remember a user's old passwords:

sudo  touch  /etc/security/opasswd

sudo  chmod  600  /etc/security/opasswd

sudo  chown  root:  /etc/security/opasswd

sudo ls  -l  /etc/security/opasswd

The ls command should show:

-rw------- 1 root root 0 Sep 17 16:54 /etc/security/opasswd

We need to edit the common-password file:

gksudo gedit  /etc/pam.d/common-password

Then fine the line with pam_unix.so that looks something like this:

password        [success=2 default=ignore]      pam_unix.so obscure sha512

We want to add remember=10 to the end of this line so it looks like this:

password        [success=2 default=ignore]      pam_unix.so obscure sha512  remember=10

This will require someone to change there password 10 times before they can reuse the same password again.

On debian based distro find out what init application is in control

dpkg -S /sbin/init

List upstart jobs

initctl list

List SysV jobs

service --status-all

GUI based configuration “webmin” available from

http://www.webmin.com/
