Ubuntu  18.04 & 20.04 & Debian Hardening Steps   V4

'Machine Name: ______________ Distribution Name _____________ Version _________    IP Address _____________

Disabled Serices:  __________________________________________________________________________________

Disabled Cron jobs:  ________________________________________________________________________________
1) Read the Scenario and Forensic question first !!!!  Make sure you know your user ID and password.  Write it down or take a picture so you can get back in to the system if you get logged out!!!!!!!!!!

2) If user interfaces doesn’t have an application search bar, logout, select your user, click  the gear as it may offer other user interface options.  The current one being used will have a period before it.   Selelect another one and login with your password.
3) If the screen area is too small, then change the screen resolution from Displays option off the settings tool
4) To start a command terminal

· In application search bar enter: termin
· Select the terminal application
5) Determine hostname for the machine:  

· In terminal window execute command: hostname

6) Determine the Distribution of linux and version on the box (Is it still under active support?)

· In terminal execute: cat   /etc/*release*
7) Do a quick check to see what has been installed via standard method

· In case files have been compressed, In terminal execute:  sudo  gunzip  /var/log/apt/*.gz
· In terminal execute:   grep   -i   "Commandline"   /var/log/apt/history.log*  | grep -vi debug
· Note the above does not show things installed via the Ubuntu Software Center GUI. The following may give additional items:  grep  "^Install"   /var/log/apt/history.log*  |cut  -d  :  -f  3 

· This will show a lot more items.  The groupings are things that also got installed with  the installed tool:
grep "^Install:" /var/log/apt/history.log*|cut  -d ')'  -f 1-  --output-delimiter=$'\n' |grep  -v automatic |cut  -d ' '  -f 2 |cut  -d ':'  -f 1
· Looking at the output, are their packages that shouldn't have been installed based on provided scenario, if yes you can remove packages via the terminal command:   sudo  apt-get --purge  remove  NAME_OF_PACKAGE
              NOTE: NAME_OF_PACKAGE is the name you saw in the list
· When you remove a package do the following  to ensure any associated dependencies are also removed: 
sudo apt-get autoremove
You should probably also run the following to see if any of these hacking tools are install, note some tools that are used for secruity are also considered to be hacking tools.
NOTE: In the commad below there is an l in front of lcrack.  Entering just crack will provide a lot of incorrect output

           sudo apt list |grep  -i  installed |grep  'nmap\|netcat\|john\|zenmap\|hydra\|lcrack\|ophcrack'
           sudo apt list | grep -i install |grep 'pdfcrack\|rarcrack\|john\|aircrack\|wireshark'
If anything comes back as being installed you can uninstall it via, replacing PACKAGENAME with namefrom the comand output:
 
sudo apt-get  remove  PACKAGENAME
When you remove packages to  make sure dependencies are also removed dor


sudo apt-get  autoremove
Newer release of Ubuntu also allow packages to be installed via snap.  I’m not sure if CyberPatriot has started using this. You can check if packes have been installed via snap with


snap list
You remove packages install via snap with:


snap remove PACKAGENAME
8) Enable software update 
· Find the update tool with one of these options

1. In applications selector enter: update

· Select “Software & Up..”   

2. In applications selector enter:  settin  
· Select the “system settings” application

· Select software and updates   

· If you’re on Ubuntu: on the “Ubuntu Software tab” make sure “Canonical-supported” & “Community-maintained” entries are checked.

· If you’re on Debian: on the “Debian Software tab” make sure “Offical supported (main)” entry is checked.

· On “Updates” tab 
· select Secuity and recommended updates

· select “Automatically check for updates” → daily 

· pick “When there are security updates” → “download and install”
9)   Set up firewall policy to block any traffic that shouldn’t coming of leaving the box.

· See if firewall package installed, in terminal enter:  gufw
· Note: if a package such as gufw doesn’t seem to be working right you can re-install it via
· sudo apt-get --reinstall install gufw
· If It indicates package is not installed, in terminal execute:  sudo  apt-get  install  gufw
· Now run the firewall application, enable the firewall, allow outbound traffic and block (Deny) inbound traffic

· To run the firewall, in the terminal enter:  gufw
· If Senario calls for any remote management or other allowed services add FW rule to allow inbound connection to these services
10) Update user accounts
· In application search area enter:  user
· Select the user management application, usually named “Users” off the Settings tool
· Click button to unlock the tool and enter your user’s password

· If any user set to automatically login disable auto login for the user 
· delete user accounts not identified as valid users by the scenario

· make sure only the appropriate users are set as administrators, as specified by scenario
· Make sure all users have a password, Unless instructed not to change users passwords you should set every use to have a complex password.  I recommend setting the password for all users to  Cyb3rP@triot , as this will ensure everyone on the team knows what the password have been set to.  Following are some steps for setting passwords for all uses at once:

This example Set password for all valid users, except root and whatever user you replace XXXX with: 

Start a terminal window

First raise security level to admin:  sudo  bash
Now lets execute and  look at the command output that will then be used to change the password

Note in the commands below change XXXX to the user you’re currently logged into so we
 don’t change our password

grep  "bash"  /etc/passwd |grep  -v  "XXXX\|root"  | cut  -d:  -f1 | awk  '{print   $1":Cyb3rP@tr10t"}' 
· Chance XXXX and  and actually change the password for all of the users by adding | chpasswd to end of command

 pipeline:
           grep  "bash"  /etc/passwd |grep  -v  "XXXX\|root"  | cut  -d:  -f1 | awk  '{print  $1":Cyb3rP@tr10t"}' |  chpasswd
9.1) Change config so new  accounts will not allow world access by default
This works with Ubuntu 18.04 and Debian 9,  I do not know if this works with Ubuntu 16.04
sudo  gedit /etc/adduser.conf
Find a line with DIR_MODE and change it to below, if it doesn’t exist then add it to look like this
DIR_MODE=0700
Save the file and exit.

Then change all existing user home directories to this mode via:  sudo  chmod  0700  /home/*

9.2)  Make sure history isn’t being routed to /dev/null
The following will show history files for all users


sudo  ls  -l  /home/*/.bash_history 
If you see something like this below, the “-> /dev/null” is the important part
lrwxrwxrwx 1 root    root      9 Oct 13 18:50 /home/dyne/.bash_history -> /dev/null

lrwxrwxrwx 1 root    root      9 Oct 13 18:50 /home/jessie/.bash_history -> /dev/null

lrwxrwxrwx 1 root    root      9 Oct 13 18:50 /home/lcrescent/.bash_history -> /dev/null

lrwxrwxrwx 1 root    root      9 Oct 13 18:50 /home/redxiii/.bash_history -> /dev/null

This is a problem because files are owned by someone other than the specific user and they also all point to /dev/null which is the same as the trash.  If you think history isn’t working correctly do the following.


sudo  rm  /home/*/.bash_history 
You can also remove a single user’s .bash_history by replacing the ‘*’ character in the command above with the username you’re trying to fix.
11) Make sure users are required to enter password to login
Edit the group file :  sudo  gedit  /etc/group
and then fine the nopasswdlogin line and if has user IDs remove them from this line. The number in your file may be different, do not change the number! You want the line to look something like this:

nopasswdlogin:x:110:

12)  Ubuntu 18.04 and 20.04 do not normally have a guess account.  if they are using lightdm as the display manager then they might have a guess account.
· Check if light DM is running in terminal window:  ps -efw  | grep lightdm | grep -v grep

· No response means lightdm isn’t running while a response means it’s running

· If lightdm is running as the display manager do the following to disable guess account
In the terminal window enter:  sudo  gedit  /etc/lightdm/lightdm.conf
Looke for either {SeatDefaults]  or {Seat:*}, if neither exist in the file you should add {Seat:*]
After [SeatDefaults] or [Seat:*] add the line:  allow-guest=false 
After saving the file you need to restart lightdm via:

· for ubuntu 16.04:  sudo systemctl restart  lightdm
This will log out so verify guess account is disabled before logging back in.

11.5) Stop showing user names on the login screen
If the previous step showed lightdm was your display manager 
Open /etc/lightdm/lightdm.conf file from your terminal using the following command;
sudo gedit /etc/lightdm/lightdm.confu
After [SeatDefaults] or [Seat:*] add the line: 
greeter-hide-users=true
Save the file

Now restart lightdm via: 
· sudo systemctl restart lightdm
User should no longer be listed at the login screen
If lightdm wasn’t your display manager see if gdm3 is:
In terminal window: ps -efw |grep gdm3 |grep -v grep

If you get a response them gdm3 is running 
Edit config gdm3 config file:  gedit /etc/gdm3/greeter.dconf-defaults
Under the [org/gnome/login-screen] section add this line:

disable-user-list=true

You should also add the following line since you’re here
 disable-restart-buttons=true

Save the file and restart system: sudo shutdown -r now
If neither of the previous options work then try these alternative steps
In terminal windows get root shell:  sudo bash
allow user gdm to access screen:  xhost +SI:localuser:gdm
become gdm user: su  gdm  -l  -s  /bin/bash
make sure DISPLAY enviroment vairable set right: export DISPLAY=:0
disable showing user list: gsettings  set  org.gnome.login-screen  disable-user-list  true
exit from being user gdm:  exit
restart the system:  shutdown -r now
13) If music and video's not allow look for them
· To look for music enter the following in the terminal:  

· Start root terminal:  sudo  bash
· Look for music:  find  /home  -print0  |  xargs  -0  file | grep  -i  "audio file" | cut   -f  1   -d  ':'
· To look for videos enter the following in the root terminal window
· find  /home  -type f  -print0  |  xargs  -0  file | grep  -i 'movie\|video\|MP4' | cut  -f  1  -d  ':'
If you find music or videos and want to delete tem

· From application selector enter:  files
· Select the files application

· You might need to enable show hidden files off hamburger menu
· follow the path from the above command output and delete the discovered files
14) For Firefox web browser it’s probably a good idea to disable popups and block bad sites

For firefox off the hamburger menu select Settings → Privancy&Security
   Items to set:  
· Block pop-up windows

· Warn you when websites try to install add-ons

· Block dangerous and deceptive content

· Block dangerous downloads

· Warn you about unwanted and uncommon software

· Enable HTTPS-Only Mode in all windows  

Check add-ons and look for extensions and plugins that are installed.  Unless readme says otherwise, just remove any extenstion and plugin.
15) Run software updates

Note: this step requires that step 8 above has been run!
· In application selector enter:  Update
· select “software updater”  

· and update software via “Install Now”

· Software updates can also be run from the terminal command, by entering the following two
sudo apt-get update

sudo apt-get upgrade
· You should probably reboot your system after running updates.

· Select the power button → power off .. →  power off .. → restart
16)  Disable Remote Desktop, unless  instructions state machines are managed by remote desktop access

· In application search bar enter: Settings
· Select Setting App

· Select  “Desktop Sharing” entry

· Uncheck  either global “Sharing” or “Screen Sharing”
      NOTE: The above is per user so you would need log in as each user and do the above
17) Look for executables in user's directories
· Start a root terminal:  sudo bash

· In root terminal enter command:   find   /home   -type  f   -executable  -ls
· This command is another way to do  something simular:  
find  /home  -print0 | xargs  -0 file | grep  -i  executable | cut  -f 1  -d ':'
· If anything is listed, you're looking for any application that would go against scenario rules.  Most users should't have executable commands in their own directories

18) Look for compressed file, as any downloaded application are normally provided as a compressed file

· In root terminal enter command:  
find  /home  -print0 | xargs   -0  file | grep  -i  'archive\|compressed' | cut  -f  1  -d  ':' 
· Anything ending in .zip, .7z, tar, tgz, gz  are prime canidates for deletion
19) Make sure root account is disabled
In terminal window run: sudo passwd -l root
20) Disable root access via ssh, assuming sshd is running

· Check if sshd is running:  systemctl status sshd  2> /dev/null |grep running


if it returns a result with the word running in the output then sshd is running so continue
· In terminal window run:  sudo  gedit  /etc/ssh/sshd_config   
If you see this line modify it:  PermitRootLogin yes
to:  PermitRootLogin no
After saving the file you need to restart sshd via:
sudo systemctl restart sshd
21) Set password policy
Require some complexity in the password and set a minimal length:

Set password complexity system wide. Example, a password must contain 1 upper and 1 lower case, 1 letter and be minimum 8 characters long.  First we need to install the appropriate pam module withthe following command

sudo apt-get install libpam-pwquality
If the install ask if you want to install  respond with y<enter>  

Assuming it's installed edit the pam configuration file that controls password use wit the following command:

sudo gedit  /etc/pam.d/common-password
Find the fine the line with pam_pwquality on it.  You can use the search in gedit. it should look something like this:

password
requisite


pam_pwquality.so retry=3 

Update this line to look like this:

password   requisite  pam_pwquality.so retry=3 minlen=8 difok=3 ucredit=-1 lcredit=-1 dcredit=-1 ocredit=-1
Save the update and exit the editor

· Note the about set the following password policy:
· retry=3, the user will get three opportunities to enter the password before an error occurs.

· minlen=8, the minimum length of the password must be at least 8 characters.

· difok=3, there needs to be at least three differing characters between an old and new password for it to be accepted.

· ucredit=-1, the password requires at least 1 uppercase character.

· lcredit=-1, the password requires at least 1 lowercase character.

· dcredit=-1, the password requires at least 1 numerical character.

· ocredit=-1, the password requires at least 1 non-alpha numeric character.
20.1) Set the number days a password is good for

You need to edit the /etc/login.def file using the following command in a terminal window

sudo  gedit /etc/login.defs
Fine the lines that look like this:
PASS_MAX_DAYS   99999

PASS_MIN_DAYS   0
PASS_WARN_AGE   7

and change the PASS_MAX_DAYS line to:

PASS_MAX_DAYS   90
Set the PASS_MIN_DAYS to 6

PASS_MIN_DAYS   6
Save the file and exit.
21) Check for applications listening for network traffic 
· In terminal window run:  sudo  netstat -lnutp 

Below is an example of the type of output you will see.  On application name is the last item on the line, which I've underlined and italicized the vino-server example.  I underlined 5900, as this is the port field, and so vino-server is listening on port 5900.  On the third line I underlined 127.0.0.1 because this is the IP address the application listens on.  127.0.0.1 is local host, so not accessible outside the machine.  0.0.0.0 under Local Address indicates the applications listens on all Ipv4 addresses.   Under Local Address :::: indicates the applications listens on all Ipv6 addresses.  

In this list dnsmasq is an application that handles domain name lookups for your local machine.  dhclient is the applications that gets an IP address for your machine, so these two applications are almost always required. You do not want to disable them.     
Proto Recv-Q Send-Q Local Address           Foreign Address         State           PID/Program name

tcp        0      0 
  0.0.0.0:5900            0.0.0.0:*               
LISTEN      1952/vino-server
tcp        0      0 
  127.0.0.1:10000      0.0.0.0:*               
LISTEN      2536/perl       

tcp        0      0 
  127.0.1.1:53            0.0.0.0:*              
 LISTEN      1219/dnsmasq    

tcp        0      0 
  0.0.0.0:22                0.0.0.0:*              
 LISTEN      950/sshd        

tcp6       0      0 
  :::5900                     :::*                    

 LISTEN      1952/vino-server

tcp6       0      0 
  :::22                         :::*                   

 LISTEN      950/sshd        

tcp6       0      0 
  :::5800                     :::*                 
   
 LISTEN      1952/vino-server

udp        0      0 
  0.0.0.0:10000          0.0.0.0:*                           
        2536/perl       

udp        0      0 
  0.0.0.0:35655          0.0.0.0:*                           
        4991/dhclient   

udp        0      0 
  127.0.1.1:53            0.0.0.0:*                           
        1219/dnsmasq    

udp        0      0 
  0.0.0.0:68                0.0.0.0:*                           
        4991/dhclient   

udp6       0      0 
  :::45491                   :::*                                

        4991/dhclient   
A good way to figure out how the command start is do the following:
· In a terminal window enter: ps  auxf > helpful
· Then look at the process tree for the process in question using: gedit helpful
Note: If you prefer a graphical interface I suggest you skip down to the webadmin instruction in this step, because if it works and it’s an easy way to disable services and remove them.  After doing that if you still have some running service you should  look at the rc.local part and not skip it.
Service can be controlled with the systemctl command

The command formant is

Stop a service (it will start again on reboot): sudo systemctl stop  SERVICE_NAME
Start a service: sudo systemctl start  SERVICE_NAME
restart a service: sudo systemctl restart  SERVICE_NAME
Get status of a service: sudo systemctl status  SERVICE_NAME
Disable service so it doesn’t start on reboot: sudo systemctl disable  SERVICE_NAME
Enable service so it start on reboot: sudo systemctl enable  SERVICE_NAME
If you want to fully remove the service from the system you can use “apt-get remove NAME” to remove the package from the system.  If you remove a package remember to remove any dependicies with “sudo apt-get autoremove”

If we still have running services you think need disable  check to see if they are stated in the /etc/rc.local file

The default rc.log file looks like this

#!/bin/sh -e

#

# rc.local

#

# This script is executed at the end of each multiuser runlevel.

# Make sure that the script will "exit 0" on success or any other

# value on error.

#

# In order to enable or disable this script just change the execution

# bits.

#

# By default this script does nothing.

To see you're rc.local file do:  sudo less /etc/rc.local
The lines that start with '#' are comments and can be ignored.  So in the default file above you see it simply runs exit and doesn't start anything additional.  If you see other lines in here then you need to check those applications and decide if you want to stop them.  To disable them use gedit to edit the file

· sudo gedit /etc/rc.local
To disable any command in this file simply put a # at the start of the line.

If anything was started in this manner and you comment it out, then you need to reboot the system to verify it works:

· sudo shutdown -r now
WEBMIN)  The application webmin is an alternative way to disable services. To install you need to run the following commands in a terminal window:
· sudo gedit /etc/apt/sources.list
At the end of the file enter this line, save file and exit:
deb   http://download.webmin.com/download/repository  sarge  contrib
You need to also grab a key that validates this respository start a root shell via: sudo bash

· In this terminal window enter: wget  -q  http://www.webmin.com/jcameron-key.asc   -O-  | sudo  apt-key  add  -

Note this fails on newer versions of the OS so if you get a error message about no valid GPG data try:
apt-get install gnupg2 curl wget -y
then
wget -qO - http://www.webmin.com/jcameron-key.asc | gpg --dearmor > /etc/apt/trusted.gpg.d/jcameron-key.gpg
· sudo  apt-get  update

· sudo  apt-get  install  webmin
Enter Y to do the installing

· Using the web browser enter this URL:  https://localhost:10000
When you access this URL via the web browser it will pop up a screen indicating this is unsecure because it uses a self sign cert.  From this screen you can add an exception in the web browser.  Once you've added the exception, you can login to the interface as the same user name and password you use to log in to the VM.   From hamburger menu on the left → System → Bootup and Shutdown you get a list of services.  You simply check the box for services you want to disable and go to the bottom of the page and click the button to “Disable now and on boot”.  Under System there is also a package link that can be used to uninstall applications.

22) Look for jobs started by the cron scheduler 
You need to also look at /etc/crontab as this not only controls running the above but it can also have cron jobs for individual users

cat  /etc/crontab

Your simply checking to see if any other crontab entries are listed and if they are, what are they.  The following is what a clean install looks like for /etc/crontab:

# /etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the `crontab'

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,

# that none of the other crontabs do.

SHELL=/bin/sh

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

# m h dom mon dow user
command
17 *    * * *   root    cd / && run-parts --report /etc/cron.hourly
25 6
* * *
root
test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.daily )

47 6
* * 7
root
test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.weekly )

52 6
1 * *
root
test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.monthly )

#

If there are other lines in /etc/crontab you might want to use gedit to edit the file and remove the additional crontab entries

Individual users on the system can have their own crontab that you might want to remove them

Crontabs files for individual users are found in the directory /var/spool/cron/crontabs/.  You can look for user contab files via

· sudo  find   /var/spool/cron/crontabs/  -type  f  -ls
The output would look something like this:

sudo find   /var/spool/cron/crontabs/ -type f -ls

415225    4 -rw-------   1 student  crontab      1121 Sep 21 12:58 /var/spool/cron/crontabs/student

414904    4 -rw-------   1 mrdon    crontab      1124 Sep 21 13:08 /var/spool/cron/crontabs/mrdon

The last field is the filename, so you should look at the content to see what they are running via

sudo less /var/spool/cron/crontabs/student

and then

sudo less /var/spool/cron/crontabs/mrdon

Unless you have some reason to believe the user specific crontabs are required I'd recommend moving them out of this directory so they don't run.  Do the following for each file:

· sudo  mv /var/spool/cron/crontabs/USERNAME  ~/
Replace USERNAME with name from the find above.  This will move the crontab into the home directory of the user you are logged in as.  This way if you decide you need the crontab entry back you can move it back via:

sudo  mv  ~/ USERNAME  /var/spool/cron/crontabs/
There is one more way to schedule cron jobs.  Theses files are used run jobs once an hour, day, week or month so are not very likely to have something that needs to be fix, however if you have time you should check them.
Cronjobs in the /etc/cron.daily, /etc/cron.hourly, /etc/cron.weekly and /etc/cron.montly run as super user.  Do the following to find out if any are newly added:

ls  -lt  /etc/cron.daily

ls  -lt  /etc/cron.hourly

ls  -lt  /etc/cron.weekly

ls  -lt  /etc/cron.monthly

The -lt puts the newest at the top and the ones at the top are most likely to be the ones  that have been changed.  So for the ones on tap search the internet to see if they make sense for ubuntu.  Below is the default list I have on a clean desktop install, you can use this to compare with what you have installed, notice all the dates are from 2013/2014 so any file with a 2015 or newer date would be suspect:

ls -lt /etc/cron.daily /etc/cron.hourly /etc/cron.weekly /etc/cron.monthly/

/etc/cron.daily:

total 72

-rwxr-xr-x 1 root root   214 Oct  6  2014 update-notifier-common

-rwxr-xr-x 1 root root  1261 Sep 23  2014 man-db

-rwxr-xr-x 1 root root   328 Jul 18  2014 upstart

-rwxr-xr-x 1 root root 15481 Apr 10  2014 apt

-rwxr-xr-x 1 root root   376 Apr  4  2014 apport

-rwxr-xr-x 1 root root   256 Mar  7  2014 dpkg

-rwxr-xr-x 1 root root   311 Feb 19  2014 0anacron

-rwxr-xr-x 1 root root   249 Feb 16  2014 passwd

-rwxr-xr-x 1 root root   372 Jan 22  2014 logrotate

-rwxr-xr-x 1 root root    77 Oct 21  2013 apt-show-versions

-rwxr-xr-x 1 root root   435 Jun 20  2013 mlocate

-rwxr-xr-x 1 root root   355 Jun  4  2013 bsdmainutils

-rwxr-xr-x 1 root root  2417 May 13  2013 popularity-contest

/etc/cron.weekly:

total 20

-rwxr-xr-x 1 root root 211 Oct  6  2014 update-notifier-common

-rwxr-xr-x 1 root root 771 Sep 23  2014 man-db

-rwxr-xr-x 1 root root 427 Apr 16  2014 fstrim

-rwxr-xr-x 1 root root 730 Feb 23  2014 apt-xapian-index

-rwxr-xr-x 1 root root 312 Feb 19  2014 0anacron

/etc/cron.monthly/:

total 4

-rwxr-xr-x 1 root root 313 Feb 19  2014 0anacron

/etc/cron.hourly:

total 0
If you find any file you think is suspect move the file to your home directory.  

23) Install and running Virus Scanner
We want to install clamav and a gui so run:
sudo  apt-get  install  clamav

sudo  apt-get  install  clamtk
Make sure you have the latest virus signatures by runing:  sudo freshclam 

We installed a gui that we can now use to kick off a scan of the full system:
sudo clamtk

Once the program opens, click Settibgs and check the first three items under the “Scanning Preferences” tab

· Scan files beginning with a dot (.*)

· Scan directories recursively

· Scan for PUAs 

PUA stands for Potentially Unwanted Application

Click the Back button.  Click on  Scan a directory.  Select “File System” and select the OK button.  It will take a few seconds but this should kick off a scan.  I expect the full scan could take an hour, so you probably want to do some other stuff while this is running.
At the conclusion of the scan examine the results to see if there are any files that should be quarantined 
Note:  The scan doesn’t seem to work like it used to, so it probably will not seach everything
24) Clean install of sudoers – Look for differences in your /etc/sudoers file!
Below is the clean installed version of the sudoers file.  Any line starting with a '#' is a comment.  If your file contains extra lines enabling access you should consider disabling the lines by putting a # at the start of the line.  The first two highlighted lines below show that any user in either the “admin” or “sudo” group can execute any command as root.  To find out who is in these groups:  sudo grep "^admin\|^sudo" /etc/group  

You can view the file via:  less /etc/sudoers

You can edit the file via:  sudo gedit /etc/sudoers

With default contents pulled from Ubuntu system are as follows:

#

# This file MUST be edited with the 'visudo' command as root.

#

# Please consider adding local content in /etc/sudoers.d/ instead of

# directly modifying this file.

#

# See the man page for details on how to write a sudoers file.

#

Defaults
env_reset

Defaults
secure_path="/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"

# Host alias specification

# User alias specification

# Cmnd alias specification

# User privilege specification

root
ALL=(ALL:ALL) ALL

# Members of the admin group may gain root privileges
%admin ALL=(ALL) ALL
# Allow members of group sudo to execute any command
%sudo
ALL=(ALL:ALL) ALL
# See sudoers(5) for more information on "#include" directives:
#includedir /etc/sudoers.d
Note: The last line.  It indicates that any files found in /etc/sudoers.d also include rules applied by the sudo command.  

You look at the content of these files via:   sudo less /etc/sudoers.d/*
25) Installing an audit capability
Ubuntu does not have an audit capability installed by default, the following will install an audit capablity. 
Note this process can be very memory intensive and can put a small VM in a bad place, so only do this if you can’t come up with anything else to try as you might be locked out because of heaving swapping!!!!!!
· Install audit capability:  sudo  apt-get  install  auditd
· List the audit rules: sudo  auditctl  -el
You can find a set of recommended rules here:  https://github.com/Neo23x0/auditd
Grab these ruls via: wget https://github.com/Neo23x0/auditd/raw/master/audit.rules
Move the rules into place: sudo  mv  audit.rules  /etc/audit/audit.rules
If you like you can check what’s being audited:   sudo gedit  /etc/audit/auditd.conf
Restart the auditd function to activate the rules: sudo systemctl restart auditd 
26) If software updates are not working
search the web to see what the appropriate contents for  /etc/apt/sources.list  should be for your version of ubuntu
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