Different ways to access various windows tools
To start a command promt: in the application search enter: cmd → then select “cmd”

If you want run “cmd” as administrator, then right click on “cmd” and select “Run as administrator”
Admin tools with security slant
Determine what version of windows is running

· cmd window: winver
· W7 Application search enter: vers → then select “Show which operating system your compter ...”

· W7 GUI: Start button->Right mount on computer->properties

· W7 GUI: Control Panel->System and Security->System

· W10 Application search enter: vers → select “System Information”

· W10 GUI:  Window button → “Windows System” → “Control Panel”  

· then from Control Panel: System and Security → System

Direct access to control panel
· cmd window: control

· Application search enter: contr → then select “Control Panel”

· W7 GUI: Start button->control panel

· W10 GUI: Window button → “Windows System” → “Control Panel”

Check Users and their privileges 

· cmd window:  control  /name Microsoft.UserAccounts

· Application search enter: account → then select “User Accounts”

· W7 GUI: control panel->User Accounts and Family Safety->User Accounts->Manage another account

· Change user privileges

· Remove unauthorized users

· Disable Guess Account

· Set user passwords if needed
Alternative for Local user management – good to see what groups a user is in

· cmd window:  lusrmgr.msc
Control when notifications of system changes are provided

· cmd window: UserAccountControlSettings
· Application search enter: User    → then select “Changer User Account Control settings”

· W7 GUI: control panel->User Accounts and Family Safety->User Accounts->change user account control settings
Access the local Security Policy where you can change password policy
· cmd window: secpol.msc

· Application search enter: sec  → then select “Local Security Policy”

· W7 GUI: control panel->system and security->administrative tools->local security policy

· W10 GUI: Window button → “Windows System” → “Control Panel”

· The same as W7 from control panel
Access information about OS version and hardware, remote settings
· cmd window: control system
· W7 Application search enter: vers → then select “Show which operating system your compter ...”

· W7 GUI: Control Panel->System and Security->System
· W10 GUI: Window button → “Windows System” → “Control Panel”

· The same as W7 from control panel
Remote setting link on left provides option to disable remote desktop access
W7 Access windows updates and windows defender

· cmd window: control  /name Microsoft.WindowsUpdate

· Application search enter: update → then select “Windows Update”

· W7 GUI: Control Panel->System and Security->Windows Update->Change setting

· Enable auto updates at specified time

· W7 GUI: Control Panel->System and Security->Windows Update->Check For Updates

· Use to run auto updates

Note: Windows 10 does not allow disabling auto updates.  From application search: update → “check for updates”  gives option to look for updates now!    
Check installed programs and features
· cmd window: appwiz.cpl  
· cmd window: control appwiz.cpl
· Application search enter: program → then select “Programs and Features”

· W7 GUI: Control Panel->Programs->Programs and Features
· See what additional programs were installed and when, can uninstall here

· From “Turn Windows Features on and off” →  disable telnet, web, FTP, SNMP services and simple TCPIP services (echo, daytime) are enabled under features

· Web and FTP under “Internet Information Services”

· You should also use file explore to navigate to “C:\Program Files” and “C:\Program Files (x86)”  to look and to look for other applications that should be installed.  

Direct access to admin tools, include firewall, task scheduler, resource monitor and event view
· cmd window: control /name Microsoft.AdministrativeTools 
· cmd window: control admintools 
· Application search enter: admin → then select “Administrative Tools
· W7 GUI: Control Panel->System and Security->Administrative Tools

· Windows firewall and advance security, can enable disable firewall by lan location

· Task Scheduler let you see what is running

· Services lets you control running services

· Resource Monitor can check processes and look at listening ports

· Password Policy from Local Security Policy → Account Policy → Password Policy
Windows action center – points out important items that should be addressed
· cmd window:  control  /name Microsoft.ActionCenter
· cmd window: wscui.cpl 
· W7 Application search enter: action → then select “Action Center”

· W10 Application search enter: security → select “Security and Maintenance 

· W7 GUI: Control Panel->System and Security->Action Center
· “Change Security and Maintenance” link lets you change security notifications

· “Change User Account Controls” lets you set notifications for app changes

· W7 Security link  shows security issues and lets you fix them

· W10 has links to enable firewall and Windows smart screen

Require <CTRL><ALT><DEL> to log in

· cmd window: netplwiz →  Advance tab → Secure logon check box
· Application search enter: sec  → select “Local Security Policy” → Local Policies → Security Options → “Interactive login: Do not require CTRL ALT DEL” → disabled
Require password to login

· cmd window: netplwiz →  User tab → “User must enter username and password” check box

Enable screen saver 

· W10 Application search enter: screen sav → “Turn screen saver on or off”

· Pick screen saver, when it's activated and check box “On resume show login screen”

Look for unauthorized files

· Using file Explor, first navigrate to C:/usr/   and click on each user's directory.

· Win7  select Organize→Folder and Search Options→ View Tab → click “Show hidden files ...”

· Win7 Hit the apply button
· Win10 → View tab → check box “Hidden items”

· Then in search field

· 
For music enter:   kind:=music

· 
For movies enter:   kind:=movie

· 
For videos enter:   kind:=video

· 
For programs enter:   kind:=program

· 
For compress files enter:   .zip
Enable Windows Defender virus scanner windows 7

1. Open Windows Defender by clicking the Start button . In the search box, type Defender, and then, in the list of results, click Windows Defender.

2. Click Tools, and then click Options.

3. Click Administrator, select or clear the Use this program check box, and then click Save.

4. Run virus scan

Enable Windows Defender virus scanner windows 10

· Application search enter: defender → “Windows Defenders Setting”  → select “Real time protection” on 

Run Windows Defender scan on Windows 10

· Application search enter: defender → “Windows Defender desktop app” → select Scan Now

Verify integrity of system files

· cmd window: sigverif

Windows 10 only ???????

Turn on  “Windows Smart Screen” which warns before running unrecognized apps 

· To enable, in application search enter: Security → select “Security and Maintenance”. Select Change Windows SmartScreen settings from the left-side pane. 

File sharing should be disabled unless scenario states otherwise

· Application search enter: sharing → select “Manage advanced sharing setting”

· Under Guest or Public select  “Turn off network discovery”

· Under Guest or Public select  “Turn off file and printer sharing”

· Under Private select  “Turn off network discovery”

· Under Private select  “Turn off file and printer sharing”

· Under All networks select “Turn off Public folder sharing”

· Under All networks select  “Turn on password protected sharing”

Look at processes running with Task Manager
· cmd window: taskmgr /7
· Application search enter: taskm → then select “Running processes with Task Manager
· Note: Task Manager for windows 8 and 10 include:

· Start up tab provides list of apps stated on start up and can be disabled here

Check running processes and look at listening ports with resource monitor
· cmd window: resmon
· Application search enter: resmon → then select resmon
Get your IP address and other ip related information
· cmd window: ipconfig

Examine System logs, security log would be most relevant 
· cmd window: eventvwr

A lot of the above can be accessed via the tools tab on msconfig, msconfig also gives access to applications that start at boot
· cmd window: msconfig

Get list of users in the Administrators group
· cmd window:  net localgroup administrators

Gives access to group policy editor
· cmd window: gpedit.msc
Microsoft sysinternals
Alternative tools for a lot of microsoft built in administrative tools.  Available from:
https://technet.microsoft.com/en-us/sysinternals/bb545027.aspx
Search for sysinternals suite and the above link should come up.  Lots of tools, however the best one is process explore, procexp.exe and autoruns.  You want to run it as administrator so you can check virus total 

Autoruns (Autoruns.exe)
See what programs are configured to startup automatically when your system boots and you login. Autoruns also shows you the full list of Registry and file locations where applications can configure auto-start settings. 

Has option to do VirusTotal scan and then can filter based on results

Process Explorer
Find out what files, registry keys and other objects processes have open, which DLLs they have loaded, and more. This uniquely powerful utility will even show you who owns each process.
Best tool as it lets you check signatures on executable and virus total.  Can click on process to see how it is started and look at strings and other things.

Scheduled tasked

· schtasks

Edit the windows Registry, potentially to stop bad process from starting on reboot

· Registry Editor: regedt32

Admin tools that may be usefule
Restore system to earlier point: rstrui

Tools that don't appear to be useful
Performance monitor:  perfmon
Resources
https://www.lifewire.com/administrative-tools-2625804
https://www.lifewire.com/list-of-control-panel-applets-in-windows-2626120
https://www.lifewire.com/task-manager-2626025
https://www.lifewire.com/how-to-open-control-panel-2625782
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