Always read the scenario first and forensic question first !

Always answer the forensics questions before modifying the system.

1. Look for unauthorized users

2. Look for users with Admin privileges that should not have them.

3. Make sure that users named as admin have admin privileges 

4. Make sure everyone has a complex password.

5. Check out password policies – minimum password age, complexity, history, length, lockout threshold, etc.

6. Set a password lockout policy

7. Distable the guest account

8. Enable firewall.

9. Set to automatically look for updates, and actually do the updates.  Sometimes you need to update more than once because some required updates may depend on other updates that have not been performed yet.

10. Looks for unauthorized software that has been installed – check out the scenario for details

Examples: 

RainbowCrack password cracker

RelevantKnowledge spyware

Gui Minor – unauthorized per scenario

Free Media Converter – unauthorized per scenario

Web server – unauthorized per scenario

11. Remove unauthorized file types. For example, the scenario may not allow mp3 files.

12. Disable service that is inconsitenat with scenario such as telnet and ftp

13. May need to enable or disable Remote Desktop based on scenario requirements.

14. Usually Disable Remote Registry unless scenario advises against it.

15. Remove/disable file sharing

