Start a terminal window

Look at users on the system
1  Find out who you are: whoami
2 Find out who is currently logged into the system: who
3 See when the last time someone logged into the system remotely:  lastlog
4 If all accounts show “Never Logged in”: ssh amplifier@localhost
once you login log out via: exit
5 See when the last time someone logged into the system remotely:  lastlog
6 See which uses have never logged in:  lastlog | grep Never | awk '{print $1}'
7 See which users have logged in remotely:  lastlog | grep -v Never | awk '{print $1}'
8 See the full list of accounts on the system:  cat /etc/passwd
Fields in passwd file separated by ‘:’, first field is the user name, last field is the command executed on login.  

You need to use the scroll bar on the terminal window to see the first user in the passwd file, who is it?

9 Look at the first record in password file:  head -n 1 /etc/passwd
10 See the last record in the passwordd file:  tail -n 1 /etc/passwd
Most of those accounts can’t be used for logging in

11 Look at the password file again:  less /etc/passwd
enter key advances line at a time, space bar page at a time, q to exit

12 See the full list of actions associated with user at login:  cut -d : -f 7 /etc/passwd
13 See just the unique actions that get executed  at login:  cut -d : -f 7 /etc/passwd | sort -u
Use the man command to figure out which of these can actually be used to login:
   man nologin
   man sync
   man bash
   man false
14 See only accounts that really support logging in:  grep -v "nologin\|false\|sync" /etc/passwd
15 See just the user names:  grep -v "nologin\|false\|sync" /etc/passwd  | cut -d : -f 1
16 See the user names of accounts that can’t login: grep "nologin\|false\|sync" /etc/passwd  | cut -d : -f 1
17 See the user name and the command executed on login:  grep -v "nologin\|false\|sync" /etc/passwd  | cut -d : -f 1,7
18 See the primary directory associated with each user:  cut -d : -f 1,6 /etc/passwd
19 See directory associated with user that can log in:   grep -v "nologin\|false\|sync" /etc/passwd  | cut -d : -f 1,6
Note this directory is known as their home directory

20 Make sure you’re still turk:  whoami
Move around the file directory system
21 Move to the root of the directory structure:  cd /
22 See where you are currently in the directory structure:  pwd
23 Get back to your home directory:  cd
24 Verify where you are in the directory structure:  pwd
25 Move to the root of the directory structure:  cd /
26 Verify where you are in the directory structure:  pwd
27 Get back to your home directory:  cd  $HOME
28 Verify where you are in the directory structure:  pwd
29 Look at all envirorment variable:  env
30 Move to the root of the directory structure:  cd /
31 Verify where you are in the directory structure:  pwd
32 Get back to your home directory:  cd  ~/
33 Verify where you are in the directory structure:  pwd
Look at directories and users
Look at what’s in the root file system:  

34 All the other valid users have a directory in /home so look at that list:  ls  /home
35 See who owns the directories in /home:  ls  -l  /home
36 See the home directories but don’t translate their user and group ID:  ls -ln /home
37 The third field is the user ID, the forth is the group id, pull them out:  ls  -ln  /home | cut -d ' '  -f  3-4,9
That didn’t work correctly because there are multiple spaces between some fields

38 Use tr to translate multiple spaces to a single space:  ls -ln /home | tr -s ' ' | cut -d ' ' -f 3-4,9
39 A better choice might be to the awk command: ls -ln /home | awk '{ print $3" "$4" "$9 }'
40 Add a new user:  sudo useradd myuser
41 Did a home directory get created for the user:   ls -ln  /home | awk  '{ print $3" "$4" "$9 }'
      If it was created you should see it in the list.  
      Add this end of previous command to just pull myuser:   | grep myuser
41 No, so lets try again, first delete the user account:  sudo userdel myuser
43 Now add the account back in creating the home directory:  sudo useradd -m -s /bin/bash myuser
44 A home directory should have been created for the user:  ls -ln /home | awk '{ print $3" "$4" "$9 }'
45 Let remove the blank line that’s getting printed: ls -ln /home |tail -n +2 | awk '{ print $3" "$4" "$9 }'
46 What’s the user ID for this new user:  grep myuser /etc/passwd | cut -d : -f 1,3-4
47 So what is really going on when we do : ls -ld /home/myuser
Files and directories are tagged with the user ID and group ID,  the ls command looks up these values in the passwd file and then displays the username from the passwd file. 

48 To not translate we add the n parameter:  ls -ldn /home/myuser
49 Pull user record from passwd file using the user id (UID):  grep  1015 /etc/passwd 
50 There is also a group file:  grep myuser /etc/group
51 The group file allows a user to be in multiple groups:  grep turk  /etc/group
turk is in the sudo group, which allows you to take root (administration) based actions with this account and the sudo command.

If turk was in the nopasswdlogin group so when turk logs in he doesn’t have to provide a password

52 User’s passwords are hidden in the shadow file:   grep myuser /etc/shadow
53 You need admin rights to access this file:  sudo grep myuser /etc/shadow | cut -d : -f 1,2
The second field is the password, what is it set to for myuser?

54 A ! is returned because no password was set for myuser, so set one:  sudo passwd myuser
!! set the password to turk
55 You just set the password for myuser to same password as the turk user, is it the same in the shadow file:  


sudo grep "turk\|myuser" /etc/shadow | cut -d : -f 1-2
In the shadow file the password is actually stored as hashed value made from the password hash and a salt value.  

56 Pull the salt for both users:  sudo grep "turk\|myuser" /etc/shadow | cut -d $ -f 3
57 Generate the full hash for user turk:  


mkpasswd -m sha-512 -S  `sudo grep "turk" /etc/shadow | cut -d $ -f 3`  turk
Previous didn’t work because we don’t have the mkpasswd command installed

58 Install it via:  apt install whois
  This should fail because software updates was disabled
Re-enable the ability to install software packages
59 Look at the file that controls packages that can be installed: cat /etc/apt/sources.list
     Notice all lines start with “#” chracter this means no repositories are available to install packages from.
60 Make all repositories available:  sed -i "s/# deb /deb /" /etc/apt/sources.list
61 Checkout what this command did:  cat /etc/apt/sources.list
     You should set a lot of lines no longer have an “#” character at the front
62 Refreash the package cache:  apt update
63 Now install whois package:  apt install whois
64 Generate full hash for user turk:  


mkpasswd -m sha-512 -S  `sudo grep "turk" /etc/shadow | cut -d $ -f 3`  turk
65 Does that match:  sudo grep "turk" /etc/shadow | cut -d : -f 2
!!! Previous mkpasswd command is important as it demonstrates executing a command and having the output of that command being used as a parameter in another command.

Set password for all valid users, except vmadmin and root: 


If you’re not in a root shell then raise security level to admin:  sudo /bin/bash

66 Now lets look at the command output that will then be used to change the password for valid users:
      grep "bash" /etc/passwd |grep -v "turk\|root\|vmadmin"  | cut -d: -f1 | awk '{print $1":n3wp@ss!"}' 

67 Now lets go ahead and change the password for all of the users:

grep "bash" /etc/passwd |grep -v "turk\|root\|vmadmin"  | cut -d: -f1 | awk '{print $1":n3wp@ss!"}' |  chpasswd
Next you could verify the password for each users is set to n3wp@ss! by logging into your machine as each user.

68 Get list of users:  grep "bash" /etc/passwd |grep -v "turk\|vmadmin\|root"  | cut -d: -f1
Pick one of the user in the list do the following:  ssh USERNAME@localhost
    !!!Note USERNAME is replaced by one of the users name your picking

69 Make sure you’re this user via:  whoami
exit out of the ssh:  exit
Look for services listening on ports
If you don’t currently have a  root terminal, start a terminal and then make it root:  sudo bash
70 Look for listening services:  sudo netstat -lnutp 
  l = listening services
  n = don’t translate number values to names
  u = show UDP listeners
  t = show TCP listeners
  p = show the process ID/name of process listening  (Argument only works for root user)

71 See what  commandline arguments the cupsd services was started with: cat  /proc/PID/cmdline| strings -1
 !! you need to use the PID from previous command, example: cat /proc/3516/cmdline | strings -1
72 See file path for cupsd executable based on process ID:  ls -l /proc/PID/exe
                                                                    example:  ls -l /proc/3516/exe
73 Get command help with:  man  COMMAND_NAME
                          exampe:  man cupsd
74 See what installed package provided the command file:  dpkg -S FILENAME_PATH
                                                                           exampe:  dpkg -S /usr/sbin/cupsd
75 Fully remove a package: apt purge PACKAGE_NAME
                         exampe:  apt purge cups-daemon
76 Look at process tree to see how things get started:  ps -aufx > tree;  gedit tree
   Look for smtpd in this file so you can see what process starts it
77 What is cron:  man cron
78 Find the crontab that starts this process:  grep -R  smtp /etc/cron*
79  Edit the crontab file and remove smtpd entry:   gedit  /etc/crontab
    Delete the line with smtpd and save the file

